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HCCJIEJOBAHUE AIIMMAPATHOM TEXHOJIOTUH
VJIAJEHHOI'O AAMUHUCTPUPOBAHUS iKVM
HPUMEHUMTEJIBHO K YIIPABJIEHUIO
CEPBEPHBIMU INJIAT®OPMAMMU ASUS

Annomayusn. CryneHdeckass Hay4yHO-HCCIeoBaTeNlbcKas palboTa MpeajaraeT OpHTHHAIBHOE
pellIeHre CI0XKHON ¢ TOUKH 3pEHUs UCCIeI0BaHusl O€30MacHOCTH BeAyIleH miaThopMbl 171 yIanEHHOTO
anmuuuctpupoBanus ASUS 1KVM, wucnosns3dyemoil B HacToslee BpeMs B TaKUX COBPEMEHHBIX
HampaBiieHusix, kak Hutepuer Bemeilt um VYwmubii Jlom. B pabGore mnpoBeneHo wuccienoBaHue
6e3omacHoctu koHKpeTHoW peanuzanuu IPMI cuctembr ASUS iIKVM B nmocnenneit Bepcun ASMBO-
iIKVM 1.14.1, ompenenéH mnepedeHb YI3BUMOCTEH, O00ECIEUMBAIOIIMX BO3MOXXHOCTh YAAJIEHHOTO
J0CTyNa WM HapyleHuss HopManbHOM paboTel iIKVM u mpennoxeH nepedyeHb HMHCTPYMEHTAIbHBIX
CPEICTB, C TOMOIIbIO KOTOPBIX MOKHO OOHAPYKUTh ysA3BUMBIE MecTa akTUBHBIX [IPMI cucrem.

Knrouesvie cnosa: wuccnenoBanne 0€30IaCHOCTH, YSI3BUMOCTb, Iular@opma  yoai€HHOIO
aJIMUHUCTPUPOBAHNUS, HHCTPYMEHTAJIbHBIE CPEACTBA OOHAPYKEHHS YSI3BUMOCTEHA.

Abstract. Student research work offers an original solution to the security of the leading platform
for remote administration ASUS iKVM, which is currently used in such modern areas as the Internet of
Things and Smart Home. The paper studies the security of a specific implementation of the IPMI system
of ASUS iKVM in the latest version of ASMB9-iIKVM 1.14.1, identifies a list of vulnerabilities that
allow remote access or disrupt iKVM, and offers a list of tools that can be used to detect vulnerabilities
in active IPMI systems.
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