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AHAJIN3 YT'PO3 BOTHET U PASPABOTKA
HPUKJIAIHBIX CPEACTB OBHAPYXEHUSA BOTHET-ATEHTA

Annomayus. B paboTe OblIa TIOCTAaBJICHA W pelleHa 3a7ada pa3paboTKH KOMIUIEKCa CPEACTB
oOHapykeHHsI OOTHET-areHTa C WCIOJb30BAaHUEM CYIIECTBYIONIUX M OPUTHMHAIBHBIX (pa3paboTaHHBIX
aBTOPOM) TIPOTPAMMHBIX MPOIYKTOB. JIJIs perenus 3axaun Obuta co3ana OOTHET-CETh M CMOJICITMPOBaHA
0OTHeT-aTaka Ha PabOYyI0 CTAHIUIO C YAAJICHHOTO (H3UIECKOTO cepBepa, B KOTOPOU JOKYMEHTHPOBAIOCH
Ha)KaTHEe KJIABHMII Ha KJIABHAType aTaKyeMO# CTaHIMM W JeJaliuCch CHUMKH OdKpaHa. HMuHbopmarus
nepeqaBagach Ha CTOPOHHUH cepBep. BOTHET-areHT, cepBep ympaBiIeHHUS W KOHTPOJS, a TaKKe Pl
nporpaMMm OOHapy)XKeHHUsi OOTHET-areHTa IPOrPaMMHO CO3/IaHbl aBTOPOM Ha PAa3JIMYHBIX S3bIKaX
nmporpaMMHupoBaHus. [l aHaM3a M MOMCKA 3JI0BPEIHOTO areHTa B CUCTEME MCIOJIb30BaHBI U3BECTHHIC
aHAJM3aTOPBI M TPOTPAMMBI-MOHUTOPHI.

Knrouesvie cnosa: 60THET-CceTh, O0THET-aTaKa, YAaJIEHHBIN cepBep, IporpaMma 0OHapyKEHUS.

Abstract. The task of developing a complex of tools for detecting botnet agent using existing and original
(developed by the author) software products was set and solved in the work. To solve the problem, a botnet
network was created and a botnet attack on a workstation from a remote physical server was simulated, in
which keystrokes on the keyboard of the attacked station were documented and screen shots were taken.
The information was transmitted to a third-party server. Botnet agent, management and control server, as
well as a number of botnet agent detection programs are created by the author in various programming
languages. To analyze and find a malicious agent in the system, known analyzers and monitor programs
were used.
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